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President’s Address
Risk Management has become a common trait between successful institutions of all types,
as it limits the damage of all identified risks, allowing for additional success and continuity
to the institution.
King Saud bin Abdulaziz University for Health Sciences (KSAU-HS) understands the
significance of Risk Management and overall emergency preparedness, which is why the
University has always been practicing Risk Management techniques; even though there has
not been a public document clarifying what is being done in the background. “KSAU-HS
Emergency Preparedness Committee” was officially formulated to act as a governing body
for Risk Management; the committee involves the Senior Leadership of the University from
Colleges and Deanships in the analysis and decision-making processes.
In addition to the University’s concerns for the safety and well-being of everyone affiliated with it, and the successful
execution and delivery of its Strategic Goals, having a Risk Management plan is an important requirement for a number of
the leading international accreditation institutions. Considering the university’s ambitions and aspirations, it was necessary
to consolidate the institution's Risk Management measures into one plan to be prepared for all future accreditation and
quality enhancement endeavors.
H.E. Dr. Bandar Al Knawy, MD, FRCPC
President, King Saud bin Abdulaziz University for Health Sciences
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Introduction
The purpose of this manual is to provide an overview of the Risk Management processes within the university and give
practical guidance for risk management processes within colleges, deanships and departments. It includes processes of risk
identification, risk assessment, and development of risk management strategies. Additionally, this manual aims to connect
the university governance and management structures in order for the two to work together to provide combined
commitment, set of expectations, organizational and personal accountability and responsibility.
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What is risk?
Risk can be defined as:
The effect of uncertainty on objectives.
A risk is evaluated using a combination of the likelihood (or probability) of a perceived threat or opportunity and the
magnitude of impact that this perceived threat or opportunity would have upon the objectives. The product value of
(likelihood x impact rating) gives the Gross Risk, which allows for easy comparison and prioritization of risks.
An opportunity can be defined as:
An uncertain event that could have a positive impact upon objectives
A threat can be defined as:
An uncertain event that could have a negative impact upon objectives
It is important to note that these definitions emphasize the significance of linking risks with the objectives of a department
or team. This provides an essential starting point to understanding and defining the risks being faced.
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Linking "KSAU-HS Strategic Plan 2016-2021" with Risk Management

Our goal is to be effectively prepared for all potential risks; to ensure the successful
execution of the University Strategic Plan
 The University’s top-down integrated planning approach begins from the Strategic Plan to the institutional risk
management plan, down to the smaller operational units of colleges, departments and deanships.

 The strategic planning cycles provided an opportunity for all University units and staff to undertake analysis on
emerging and known risks that may impact their purpose and objectives.

Strategic
Plan Success

Risk
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Risk Management Framework
The purpose of the Risk Management Framework is to:
 Create and protect value by integrating risk management in the University’ strategic planning and
management.
 Set the risk management system within the University as part of decision making processes.
 Explicitly address uncertainty by taking into consideration the nature of uncertainty in the risk management.
That this uncertainty is based on the best available information.
 Provide a systematic, structured and timely approach to the risk management by setting out a consistent way
for controlling risks and describing the process for escalation and reporting to decision makers.
 Ensure that the University meets its risk reporting obligations.
Risk Management Framework is detailed on the grid (Figure 1).

Page 6

KSAU-HS Risk Management Plan

Risk Management cycle
Identify risks
Risk is identified at all levels, including corporate, college, and professional service programs and projects. A risk registry will be maintained.

Analyze and assess risks.
The relative size of each risk (Gross Risk) is determined using a scale of 1–5 of the “likelihood” and the “impact” of the risk on a strategic goal or initiative. A
matrix will be used to determine the severity of risk and the relative need to manage it. Gross risk, net risk, and target risk will be detailed on the grid (Figure 2).

Determine how risk will be mitigated or treated.
The need to mitigate risks is determined using set criteria for Extreme, High, Medium, or Low priority levels. Risk mitigation strategies are to avoid; transfer;
control, contain, or reduce; or accept will be considered.

Monitor and review
Risk management processes and results are reviewed quarterly by senior management and on a continuous basis at lower levels of operation and reporting.

Adjust the risk management process as necessary.
Adjustments to the process occur as the need to mitigate varies (e.g., as the specific risk is decreases or increases in likelihood or impact).
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Risk Management Committee
The committee formation order for the "KSAU-HS Emergency Preparedness Steering Committee" was approved by
the Vice President, Educational Affairs on the 2nd of February 2016. It is chaired by the Assistant Vice President,
Educational Affairs with memberships of Deans and General Directors.
Charges of the committee
 Develop an emergency preparedness plan to enable KSAU-HS to appropriately prepare for and respond to
emergencies, major natural disasters, pandemics, cyber-attacks, man-made threats to safety of students and
personnel, and damage to university property and facilities.
 Provide contingencies for continuity of operations that include procedures and provisions for alternate facilities
to ensure the execution of the university’s mission and essential function during and following an emergency.
 Develop an action plan to direct an emergency response team, comprising key personnel, to ensure that
emergency procedures are carried out as defined in the plan, and as directed by the President or his/her
designee.
 Define clear roles, responsibilities, and authorities for essential emergency management, and designate key
personnel for emergency response, who shall have authority to direct personnel under his/her supervision to
carry out procedures and meet the objectives set the disaster plan, during all or any part of an emergency.
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Risk Monitoring and Control
Continuous monitoring by the Risk Management Team is essential to ensure that the new and changing risks are detected and
managed and accordingly, risk response actions are implemented and activated. This continuous monitoring and control
keeps track of the identified risks, residual risks, and new risks. It also monitors the execution of planned initiatives for the
identified risks and evaluates their effectiveness.
During project execution, risk meetings should be held regularly to update the status of each risk in the risk register and to
add new risks if needed. This is not necessary for small-scale projects and may only be needed annually for medium-scale
projects. The benefits of periodic project risk reviews would be repeating the process of identification, analysis, and
response planning. When an unanticipated risk emerges, a risk’s impact is greater than expected, or the planned response not
be adequate, t h e Risk Management Team and risk stakeholders should develop additional response actions to mitigate such
risk.
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Risk Categories
Risks are classified into one of the below categories, which helps ensure that any common, significant risks can be
escalated and reported in an appropriate manner.
The risk categories used within the KSAU-HS University are:

Academic
Risk

Operational
Risk

Financial
Risk

Health &
Safety Risk

Technical and
Maintenance
Risk

Human Risk

Natural Risk

Other Risk
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Risk Treatment
The Level and type of action needed for each risk will vary depending on the level of gross risk that has been
determined, and depending on the identified department responsible for that specific risk.
There are four different types of treatment for any risks:Action

Description

Avoid

Avoid the risk by deciding not to proceed or continue with the activity that gives rise to the
risk.

Transfer

Transfer the risk by engaging other parties to bear or share partial or full consequence of the
risk. This may be done through insurance, contracts, partnerships or joint ventures.

Control

Apply further treatment/s to reduce the likelihood or the impact to enhance beneficial
outcomes and reduce negative outcomes.

Accept

Taking or assuming the risk in order to pursue an opportunity.
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Risk Evaluation
Risk evaluation is used to determine the significance of risks to the University and whether each specific risk should
be accepted or treated.
Likelihood
1 – Extremely Low – unlikely

Impact

Gross Risk
(Likelihood x Impact)

1 – Insignificant

1–5

Consequences are very low, minor disruption.

Manage within existing controls

Less than 5% chance of occurring

Very low

Monitor annually.

2 – Low – Unlikely

2 – Minor

6 – 10

Manage within existing controls.

5% - 25% chance of occurring

Losses may disrupt the services for a short
period.

Low

Monitor half yearly.

Disruption to a single area of the business.
3 – Medium – Possible
25%-60% chance of occurring

3 – Moderate

11 – 15

Service lost for period 1-5days.

Evaluate efficiency of existing controls.

Internal event review required.

Develop and implement additional control
mechanisms.

Moderate injury equivalent to staff requiring
time < 5 days away from work. Adverse media
coverage for 1 day.

Medium

Monitor quarterly.
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4 – High - Likely
60% -80% chance of occurring

4 – Serious

16 – 20

Service lost for exceeding 1 week.

Implement mitigation plan

Adverse media coverage for 1week. Internal
investigation or by an external source/ regulator.
Staff contractor or visitor suffers serious injury.

Escalate/Report to senior management

High

Monitor monthly.

Impact to multiple and diverse areas of the
business. Significant senior management
intervention required including external
assistance.
5 – Very high - Almost certain
80%-100% chance of occurring

5 – Very serious

Over 20

Significant resources required to recover from
impact. Legal consequences resulting in
prosecution. Staff, contractor or visitor involved
in a fatal event. Adverse media coverage for an
extended period. Complete loss of service
delivery affecting all institutional critical
functions. Immediate University Council
intervention required.

Implement mitigation immediately

Very high

Escalate to senior management
Monitor weekly.
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Glossary
Term

Definition

Risk

Effect of uncertainty on objectives.

Risk Management

Coordinated activities to direct and control an organization with regard to risk.

Risk Management
Framework
Risk Management
Plan

Set of components that provide the foundations and organizational arrangements for designing implementing, monitoring,
reviewing, and continually improving risk management throughout an organization.

Risk Matrix

Scheme within the risk management framework specifying the approach, the management components and the resources to
be applied to the management of risk.
At the university, this is the "KSAU-HS Risk Management Plan".
Tool for ranking and displaying risks by defining ranges for consequence and likelihood.

Risk Register

Record of identified risks and their details (e.g. Gross Risk, Net Risk, Category, and Stakeholders).

Risk Stakeholder

Person or organization that can affect, be affected, or perceive themselves to be affected by a potential risk.

Risk Description

Structured statement of risk usually containing four elements: sources, events, causes and consequences.

Risk Impact

The outcome of an event affecting objectives.

Risk Likelihood

Probability or chance of occurrence of a risk.

Risk Treatment

Process to modify or mitigate risks.

Risk Control

An action taken to manage risk.

Gross Risk

Inherent, risk before treatment

Net Risk

Residual, risk after treatment
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